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Trends, Challenges, and Opportunities in the Maritime and Energy Industries
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IT In maritime & energy:

A critical asset

The revolutionary adaptation of information technology (I'T) in re-
cent decades has had an enormous impact on personal life, business,
and society at large. And the pace of this ‘information revolution’
shows no signs of slowing down. In almost all industries, including
the maritime and energy sectors, the level of automation is still
increasing, and ever more systems are becoming ‘software intensive’.
Additionally there is an ever-growing dependency on information
systems for decision support, at both operational and managerial
levels.

This means that, for all practical purposes, information systems and
software in industrial systems have become a ‘critical asset’. Although
intangible, many organizations have started to manage their I'T as
they would any asset that is critical to their business. For instance,

in the maritime and energy sectors this means that I'T has a direct
association with the safety and operational continuity of vessels and
offshore structures. IT is no longer just a nice-to-have ‘cherry on the
cake’ — it has become a must-have ingredient of the cake itself.

For successful management of IT as a critical asset, organizations
need to be constantly aware of new opportunities, challenges, and
trends with respect to IT. Thus, organizations can use IT to become
rtwj htrujymn{jl yt xzuutwy jkdhnjsh~ fsi fzytrfpts! fsi yt rf-
nage safety and the environment more effectively.

With this document, DNV Research & Innovation provides an
overview of important current and future trends in IT, together

with examples of industrial applications in the maritime and energy
sectors. To support insight and to prevent information overload, both
wjsix fsi nsizxy~ fuj tse~ gmjA~ ijxhungji *, with pictures and
BwFumnhx uwe{nins kzwymjw hofunahfynts3 Ymj t{gw{nj | nx kthzxji fsi
organized around themes that are of particular interest to the ma-
ritime and energy sectors. The selected themes are ‘smart sensors’,
‘autonomous and intelligent systems’, ‘connectivity’, ‘architecture,
integration, & complexity’ and ‘human-machine interactions’.
Although these themes are interrelated and presented in a natural
progression, the document can be read in any order desired, allowing
readers to focus on only those topics that are of most relevance to
their interests.

With the maritime and energy industries’ ever-growing dependency
on IT, it is vital that organizations are able to manage their I T-related
risks and are prepared for current and future challenges and oppor-
tunities. We sincerely hope that this document helps you accomplish
this!

DNV Research & Innovation, Information Processes & Technology
November 2008

1 Please do not hesitate to contact DNV Research & Innovation for additional information about any of the topics presented.
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In general, sensors are devices that convert energy
from one form to another. Many sensors have been
miniaturized to such an extent that they ton
electronic circuit boards, so-called lab-on-a-chip.
Equipping these circuit boards with communication
and maybe even an analysis capability, a modern
smart sensor is obtained. Most smart sensors are
microprocessor driven and offer self diagnostics and
even plug and-play networking functionality.

The three key features of smart sensors are:

supporting the management of the sensor.
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PAINT SENSORS:

piezoelectric paint is composed of tiny
piezoelectric particles mixed within

a polymer. The paint can be sprayed
directly onto surfaces of large

structures such as bridges, ships, aircraft,
off-shore platforms, pipelines. Vibrations,
shocks and even cracks can be measured as
the paint is stretched and an electric charge
is induced.

WIRELESS SENSORS:

one of the most common causes of
machine failure and downtime is related to
cable breakages. Reducing the amount of
cabling would also save installation costs,
materials and reduce maintenance cost.
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data sheet (IEEE 1451),
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1. Smart sensors

Smart sensors have a series of bene ts such as the
ability to collect a wealth of data in digital and
machine understandable form, and they are easily
deployed and easy in use.

Smart sensors are key elements in larger sensor
networks, increasing operational ef ciency and
improving the quality of the monitored process or
system. The advances in wireless network technology
were crucial for the development of smart sensors.

Important application areas include the maritime and
energy industries, or any other sector where complex
assets and processes have to be monitored.
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ENGINE BEARING

WEAR MONITORING (BWM):

online monitoring and warning of

bearing wear in diesel engines is becoming
an industry standard. For vessels with an
approved BWM system connected to the
alarm and slow-down system, an engine
designer now recommends to omit regular
open-up inspections of crank-train bearings,
are said to generate more faults (>2%) than.

position 9§
sensing coils

Takao Someya Group

WIRELESS POWER:

can be harvested by applying the same
technology as used in radio-frequency

ni jsynahfynts3 Isjwl~ mFw{jxyns1 xjsxtux

can thereby transmit data over 100m and
soon over 1 km. The combination of various
energy harvesting techniques could assure
xzkahnjsy xzuug~ tk jsjwl~yt rfpj xjsxtux
fully independent.

SMART DUST:

close range wireless tracking and

ni jsynahfynts xjsxtwx fuj nshujfasle~ zxji
for streamlining logistics. The main hinder is
their cost and the need of totally integrating
ymj ywfhpnsl fsi ni jsynahfnts nsyt jmypsl
business systems. The size of RFID

chips have been shrunk to pm size with a
128-bit ROM capable of holding a

38-digit ID number.

HULL LOAD MONITORING:

sensor information about ship movements,
wave heights, water on deck, ice load and
structural load on the hull girder are
automatically sampled, processed and
presented to the navigator. Also, the sensor
information can be used to predict the
expected loads and to give optimized
recommendations about speed to minimize
damages to hull and cargo.

New developments
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RFID-CONTAINER TRACKER:
effectively tracking containers has shown
to be a critical success factor for more
jkahjsy rfsfljrjsy ktw utw tujwfytw
thjfs hfwnjwxl fsi uwtizhy At] ymwtzIm
customs. Its value is primarily in track &
wfhj fsi nshujfxji xzuug~ hmfas jkahnjsh~
less in container security.

Schlumberger
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DIGITAL OILFIELD OF THE FUTURE:
constitutes of a suite of technologies

aimed at increasing oil extraction rate

from 30% up to 70% by feeding data from
numerous downhole, well, reservoir and
other sensors into an optimization model.
Separating the surveillance from the control
systems helps to prevent interference with
existing infrastructure.

Industrial applications

CHALLENGES TO BE AWARE OF:
Smart sensors are key elements in sensor networks
which cooperatively monitor variables such as

temperature,vibration, pressure, motion or
pollutants, at different locations. Correct (re)
calibration will be a major challenge.

Wireless sensors introduce new challenges such
as reliance on network provider, possible security
breaches or unforeseen mutual interference
between sensors.

Signal analysis (i.e. sensor fusion) in sensor
networks will increasingly be done by systems,
although there is still no good substitute to a
human analyst as most problems are rich in
complexity but model poor.

PIPELINE MONITORING:

a monitoring system along the whole

length of a sub-sea pipeline could provide
information like corrosion rates, mechanical
loads, remaining wall thickness and internal
At ] htsinntsx3 Ymj xjsxtw fsi
communication equipment will be
integrated into the pipeline. The data

can either be used directly or as input

to simulations models.

SHIP AND ICE DETECTION

VIA SATELLITE IMAGES:

with the launch of satellites with sensors in
new frequency bands, higher resolutions and
with the development of new algorithms
utilizing phase transitions in radar images, it
will be possible to reliably detect ships and
even distinguish them from ice bergs.

Kongsber’g Sattelite Serviced

Control: will the introduction of e.g. enavigation
systems require higher ICTcompetence of the
navigators at the sacri ce of reduced seamanship?
Will navigators rely too much on the systems and
thereby actually increase the risk level?

Storage of data: Smart sensors will generate a
gigantic amount of data which may have to be
stored, depending on analysis needs and laws &
regulations, leading to considerable data storage
iSSues.

Data mining: Data mining tools may give new
valuable information about the system by identifying
correlations, casual dependencies and patterns
within and between sensor data.
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OFFSHORE STRUCTURE

HEALTH MONITORING:

different types of smart sensors are
increasingly used to detect strains, cracks
and fatigue damage in offshore (platform)
structures. Combined with data processing
& analysis, this provides a powerful basis

for safety and cost —effective management

of structures. However, encapsulation and
placement of sensors are by no means trivial.

SMART CONTROL OF

WIND TURBINES:

given the trend of increased rotor
diameters, structural loads of wind
turbines are ever increasing. By applying
smart sensors (and actuators) rotor

blades can be controlled more precisely
and more dynamically, reducing vibrations
and instabilities. The same sensors also
support condition based maintenance.




2. Autonomous & Intelligent Systems

The pressure for higher ef ciency at lower costs and
the desire to remove the human element as a source
of errors or safety risks, have all led to increased levels
of automation.

Building on automation, systems are increasingly able
to operate autonomously, applying (arti cial) intel-
ligence with limited or only remote human control.

In the power generating industries especially, where
production facilities are now deployed in remote and
harsh environments like deep waters and the Arctic,
process automation and autonomous, intelligent
systems may be considered as the only viable way
forward.
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ROBOTICS:

robots are ever more able to sense their
environment, and interact with objects in a
controlled and autonomous manner. Multi-
dimensional vision and sensor systems with
advanced pattern recognition capabilities are
pj~ yt ymax fwyndahnfy nsyjonl jshjs Nsizxywnfy
uses of robots vary from assembly line and
heavy lift operations, to more delicate tasks
like painting and even surgery.
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SELF-DIAGNOSTIC FAULT
PREDICTION:

components of autonomous control systems
are equipped with embedded self-diagnostic
kfzgy ni jsynahfynts! | ym uwj inhynts tk kzyzwj
development based on machine signature
analysis software. This reduces unexpected
process interruptions thereby resulting in
improved safety, reduced maintenance costs,
and better economics for many process
control applications.

It is also expected that the maritime industry will see
a further increase in automation and application of
autonomous systems.

Examples include robotics and unmanned vehicles in
ship building, cargo handling, and (sub surface) hull
inspection.

A key characteristic for any of these systems is the
ability to cope with dynamic, perhaps unforeseen,
circumstances. Improving this adaptability and ability
to cope with problems such as obstacles and other
moving objects is one of the key challenges in this
area.

REAL-TIME DECISION SUPPORT:
izj yt fzytrfynts fsi nshujfxji jkahnjsh~
fewer people are expected to deal more
quickly with ever more information.
Decision support is offered through systems
with real-time, advanced data integration
and analysis capabilities, often applying
machine learning techniques such as neural
networks or genetic algorithms.

University

ONLINE CONDITION MONITORING
AND AUTOMATED REASONING:

the operational status of critical industrial
equipment is equipped with online condition
monitoring and self-diagnostic capabilities.
"Intelligence’ enables the system to provide
warnings about developing problems, and
separate information for operations and
maintenance.

UNMANNED VEHICLES:

(semi) autonomous vehicles are used

for operations in dangerous or harsh
environments including deserts, deep oceans
and the Arctic. To operate safely without the
need for (remote) human intervention, the
vehicles are typically well equipped with an
array of sensors and can adapt dynamically
and rapidly to their environment.

UNMANNED AERIAL/SUB-SEA/SUB-
ICE PIPELINE SURVEILLANCE:
exterior monitoring of long distances of pi-
peline by unmanned vehicles, as an addition
to internal pipeline inspection techniques,
reduces costs and improves coverage.

The unmanned vehicle can also be used to
collect data from local wireless sensors with
limited range.

New developments
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EVENT INTELLIGENCE:
advanced pattern recognition software can
be used to process and interpret continuous
and complex data streams from sensor
networks. This enables possible ‘events’
xzhm Fx awjxt oj FpFl jxt tw gut | tzyx yt gj
automatically detected as early as

possible, assisting and alerting human
operators, or taking automated action
without the need for human intervention.

RESILIENT/ADAPTIVE CONTROL
SYSTEMS:

typically used in both maritime and energy
distributed applications, these systems continue
to operate, even in case of failure or under
circumstances which were not foreseen at the
time of design. Robustness and appropriate de-
gradation can be obtained through redundan-
cy, component versatility, dynamic rerouting/
wjehtsalzwfpts! fsi fzytstrtzxx-xjr?
introspection.

Industrial applications

CHALLENGES TO BE AWARE OF:

Out of the loop: humans are deliberately removed in order to
obtain autonomous system behavior, but this step may also have
eliminated an important control function, thereby increasing

the risk. Autonomous systems must be carefully designed to
incorporate a fail-safe mode.

Black box systems: intelligent systems apply algorithms

and techniques such as neural networks that do not provide

a mechanism by which to understand their internal workings.
However, if damage-causing system misbehavior occurs, it can
be important to have the ability to explain the behavior of a
system, either for safety reasons or for legal reasons.

HULL AND TANK INSPECTION
ROBOQOTS:

external and internal hull or tank inspection
can be supported by remotely-operated or
autonomous vehicles. One example is a
hull-crawling robot which can extensively
measure and detect thickness, corrosion,
punctures, and fatigue cracks inside, for
JHruggl -Attiji. hfwlt mfox tw gfgfxy
tanks. Use of such robots also improves the
safety of surveyors’ work.
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SMART ENERGY OPTIMIZATION IN
SHIP OPERATIONS:

real-time metoc-data, together with infor-
mation on the ship’s characteristics, e.g. hull
form and resistance, propulsion, machinery,
seakeeping, etc., are used for optimization of
wezyjl xujji uwtdgjl fsi jslhsj rtij Ymj
software applies simulation and optimization
algorithms to reduce fuel consumption under
various operating modes and weather condi-
tions.

Software behavior in critical situations:

designing and testing of software such that it also performs
correctly during critical situations is a tremendous challenge.
Such situations may include, system variables being out of

bounds, parameter settings being unspeci ed, component
failure or malfunction, lack of user input, or where parts of
the system may be disconnected or failing. But how smart or
complex can a system be before the risk of it malfunctioning
becomes larger than the risk that it is supposed to mitigate?

Compliance: some laws, regulations, and standards lag
behind the pace of new technology, and may forbid or advise
against the use of arti cial intelligence. Moreover: how can
the compliance of very complex and advanced systems be
assessed?

MAINTENANCE INFORMATION:
advanced software, together with instru-
rjsyfnts ts {fi{jxt mjfy jrhmfsljuxt agyjwx
etc., enables automated interpretation and
diagnosis, and prediction of machinery
faults and performance degradation. This
minimizes the requirement for manual data
review to assess machinery health, reduces
operational costs and risks, and increases the
lifetime of critical components.

NON-UNIFORM RATIONAL
B-SPLINE (NURBS):

NURBS code for geometrical shapes in a
compact mathematical form. They are
commonly used in computer games for
generating and representing curves and
surfaces. Considerable gains in structural
mechanics computation can be expected
from the continuity properties of NURBS.




3. Connectivity

Where previously a designated crew had to be present
locally for process monitoring, today much of such
surveillance or operations can be performed remotely,
sometimes even across continents. The requirement

for 24/7 reliability of global network solutions has led
to the emergence of partnerships between process
control vendors and IT services providers. Such colla-
borations are an indication of the growing importance
of the combination of process engineering knowledge
and IT expertise in order for successful protection of
production assets from threats, and also so that the
opportunities that modern technology can offer are
not missed.

Modern society is becoming increasingly dependent
on widely-distributed and highly complex systems,

HIGH SPEED DOWNLINK PACKET
ACCESS (HSDPA):

downlink data rates of 1.8, 3.6, and even
7.2 Mbit/s in both directions can be
achieved with HSUPA for 3G mobiles.

Ymj Qtsl Yjwr J{tizynts -QYJ. tk 8L nx
being planned for data rates of up to 50

or even 100Mbit/s in 2010, by which time
approximately 70% of 3G handsets will use
HSDPA.

Body area network:
wearable computers/displays

UBIQUITOUS COMPUTING:

or 'everyware’, concerns IT that is fully
integrated into everyday objects and
activities, which are connected to mobile/
Iwjogxx sjy | tupx Fsi ymj Nsyjwsjy3 I}Frugjx
include cars being diagnosed remotely, coffee
machines ordering their own re-stocking, or
wristwatches displaying stock prices or tem-
perature readings of compatible machinery.

such as the power grid or communication systems, but
simultaneously there is greater demand for cost

ef cient solutions. Connectivity is the key element to
reconcile these apparently con icting pressures.
Nowadays high speed Internet networking, wireless
connections, or broadband mobile phone services
enable businesses to function on a ne-grained, micro-
level, almost independent of location.

With the emergence of intelligent components

that can be hooked into the network, new forms of
distributed system architecture are appearing that are
robust, self-monitoring, cheap, end ef cient.

The need for powerful PCs with high volume storage
capacity diminishes in favor of thin-client or browser-
based solutions, with storage in the network.

GRID COMPUTING:

offers virtual high performance computing
or very large storage facilities, by loosely
connecting (commaodity) hardware, that
typically are geographically dispersed. A
famous and early example was the search for
J3E v xynfo nsyjond jshj -XJIYN.L | mahm
used the idleness of 1000s of PCs around the
world to analyze massive amounts of data.

Web 2.0

WEB 2.0 TECHNOLOGIES:

wikis, blogs, messaging, video conferencing,
networked communities (e.g. Second Life)
are a natural part of existence to new gene-
rations, not only in private life, but also very
much in working life, effectively supporting
collaboration and knowledge management.
These technologies are not just for in the
thahj! gzy nshujfxaslg~ ymwtzIm rtgnyg fsi
other devices, for tools and equipment with
integrated connectivity.

AutoSpeed

~—— Bus 1 Drive train bus
.g. Motronic
ABS/ASR/ESP
Transmission control

wee Bus 2 Multimedia bus
e.g. Main display unit
Radio

Travelpilot

=~ Bus 3 Body bus
e.g. Parkpilot
Body computer
Door control units

TIME-TRIGGERED PROTOCOLS
(TTP):

were developed in the automotive industry to
satisfy safety-critical applications in real-time
environments. The advantages are high data
rates (10 Mbps), time- and event triggered
behavior, redundancy and fault-tolerance
resulting in lower costs and higher protocol
jkahnysh~3 YYU yjhmstatIngx fuj j3I3 ¢F~juj i
Kojwf~l YYFLYYHTs! tw YY2 Jymjusjy3

: Ground Control
) 4 satellte F1 I-4 satellite F2 I-4 satelite F3
FLEET BROADBAND:

Internet-based technology is being increa-
singly used in commercial settings. During
2008, broadband connectivity will be avai-
lable globally, except in the extreme polar
regions. The broadband can offer 128 kbps
streaming of videoconferencing, 432 kbps
for data transfer, and 256 kbps of streaming
IP data rates.

New developments



VolIP FOR VESSELS:

ever available services, requiring transfer of
wjafn{jo~ ofwlj agjxt hfs st gj thkjwji yt
{xxjox fy £ Afy umhj3 Nsyjwjxpns o Rfupsp
calculated that a typical shipping company
with 4 ships and three 6 min calls/day can
save about $80,000 on communications
costs annually, simply by using a call-back
function, i.e. always call FROM ships.

NEW OFFSHORE SOLUTIONS
THROUGH BUSINESS
COLLABORATION:

solutions to complex problems require close
collaboration and product integration between
xzuumjwxl zxsl ymj gjsjayx tk nrruwt{ji hts-
sjhy{ny=3 Ktwnsxyfshjl Irjuxts fsi \wyxg
combined their knowledge and products to
offer better integrated energy and automation
systems for FPSO and drilling rigs.

Industrial applications

CHALLENGES TO BE AWARE OF:
Collision of world views: unintended consequences
from connectivity can occur when business systems

are coupled to industrial control systems that were
not designed with security in mind (only security via
isolation). The result may be a much more vulnerable
system than that of each of the parts alone.

Erratic system behavior: large heterogeneous sys-
tems with various time delays and many non-linearly
connected, complicated sub-elements will pose new
challenges to the design and control engineer, as this
coupling combines different disciplines and different
information types. It may be dif cult to predict the
resulting system behavior, especially during critical
situations.

2003 NORTH AMERICAN POWER
BLACKOUT:

an unexpected software error resulted in a
server failure, the backup server failed by the
same error. A rare condition bug then led to
a silent failing of the alarm handling system.
Through connectivity, the problem cascaded
to other systems and locations, disabling a
large part of the power grid.
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INDEPENDENT PROCESS
MONITORING:

TCP/IP networks and wired/wireless infra-
structures are being increasingly combined
with instrumentation maintenance and asset
rfsfljrjsy ytt yt ishujfxj ymj jkahnjsh~
of instrumentation maintenance. Remote
maintenance capability and real time diag-
nostics can reduce maintenance costs.

Spreading the risk: relying on a single external
network provider may pose signi cant risks, as this
could constitute the weakest point in the whole
control system. Redundancy in connectivity must be
balanced by the increased costs and complexity.
Business sensitive information: increased
connectivity, networking, and accessibility via the
Internet attracts organized crime, industrial espionage
or blackmailing,and misuse of business sensitive
data. ID theft, for instance, may be based on private
information published on social sites.

Business as usual: the increase in availability

of higher bandwidth is by far outperforming the
adaptation of business to this development.

HIGH-VOLTAGE DIRECT CURRENT
TRANSMISSION (HVDC):

enormous investment in electricity
generation will be necessary in the years
ahead of us. Similar investment in the power
grid will also be necessary. HDVC transmis-
sion allows low-loss transport of electricity
over long distances. Submarine HVDC
cables will connect offshore wind parks or
drilling platforms with the land grid.

NEXT GENERATION ANALYSIS OF
SHIP AND OFFSHORE STRUCTURES:
advances in computational mechanics

offer solutions to very complex engineering
problems. The algorithms employed require
ever more high performance computing
facilities, made more feasible through grid
computing, leveraging the growing
connectivity between many, relatively

cheap computers.




4. Architecture, Integration & Complexity

With the different information de nitions and one-to-
one interfaces especially, the result can be a spaghetti
of connections.

Software and systems are becoming increasingly
integrated across all industries, mostly to improve

ef ciency of work processes and to support further au-
tomation. Today, systems seldom operate in isolation,

but share functionality and information, even between
the formerly separate domains of industrial software
and enterprise software. Typical examples of increased
system integration include eet management systems
in the maritime sector, and integrated operations in
the energy sector.

Such implicit system architectures result in unaccep-
table risks with respect to safety, security, and business
continuity. Therefore, in order to manage these risks,
organizations need to improve the ways in which they
design, implement, integrate, deploy, maintain, and
operate their systems. By improving their work proces-
ses and applying new architectural approaches and
techniques it will be possible to manage the increasing
complexity of systems.

However, a common challenge in this context is the
maintenance and operation of system landscapes
that have evolved over time. Typically there is a mix-
ture of legacy systems and other silo-ed systems, with
overlapping, and possibly inconsistent, functionality.
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MASHUPS AND COMPOSITE DATA QUALITY MANAGEMENT: SERVICE ORIENTED ARCHITECTURE

APPLICATIONS:

web portals that integrate the content of
multiple other websites are known as ‘mas-
hups’: composite applications that combine
data from more than one source into a single
integrated front-end to the user. Mashup
technology is expected to become the do-
minant model for the creation of composite
enterprise applications.

INTEGRATION OF ‘BLACK BOX’
EMBEDDED SYSTEMS:

revenue in the computing market. Important
challenges lie in the validation of correctness
of embedded software and in the reliability
of embedded systems, which must increas-
ingly cooperate, but often still behave quite
‘individualistically’.

poor data quality is the often underestimated
‘Achilles heel’ of system integration. Typical
hfzxjx fuj nsxzkahnjsy 1 fyf jsyw~ {fnifyntsl
unreliable sensor readings, or inconsistent
ifyf ijasnyntsx 1fyf vzfypy~ rfsfljrjsy
methods and techniques include ‘semantic
reconciliation’, ‘master data management’,
and ‘data cleaning’.

COMPLEXITY:
new design paradigms are emerging to deal
with the growing complexity of modern
systems that may easily contain hundreds

of distributed, heterogeneous, software-
intensive components, interacting in many
different ways. Managing and controlling the
‘behavior’ of such complex systems may well
be the ‘holy grail’ of the coming decades.

(SOA):
this is a system development and integration
approach to group functionality in ‘services’
with standardized interfaces that, like reusa-
gy gzminsl gothpxl hfs gj zxj i ktw Aj}ngy
ifxxj rgo~i fsi -wj.htsalzwfyrts th x~xyj rx
Services are loosely coupled and orchestra-
ted by a (enterprise) service bus, reducing
complexity and improving maintainability

PLISSON et al.

OIL & GAS ONTOLOGY:

system integration to support ‘integrated
operations’, requires not just technical, but
also semantic,c operability, meaning that
there is a need for a common understanding
th rjfsisl fsi ijasnyntsx th i fyf jgrjsyx
and how they relate to each other. This is
the purpose of the oil & gas ontology, which,
amongst others, is based on ISO 15926.

New developments




